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A sophisticated  cyber-espionage  campaign  attributed  to  a  China-nexus  threat  cluster

targeting Indian taxpayers, financial professionals, and corporate frameworks during the

peak  tax  filing  season.  The  multi-stage  campaign  leverages  stealth  mechanics,

steganography, fileless code execution, and AMSI bypass to deploy a powerful Remote

Access Trojan (DCRAT). 
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1. Executive Summary

A  sophisticated  cyber-espionage  campaign  designated  as  Operation  DragonReturn has  been

discovered actively targeting India's taxpayer ecosystem. Attributed to a prominent China-nexus threat

cluster,  this  campaign  specifically  profiles  corporate  finance  teams,  tax  professionals,  government

contractors, and individual taxpayers during the active tax filing period. 

The  attack  relies  on  meticulously  crafted  spear-phishing  emails  that  impersonate  the  Income  Tax

Department of India. These lures manipulate targets into downloading a malicious ZIP archive from

spoofed government domains, executing a multi-stage infection routine that finishes with the stealth

execution  of  the  DCRAT Remote  Access  Trojan.  The  threat  actors  demonstrate  strong  structural

maturity,  deploying  advanced  steganography  inside  image  formats,  processing  code  injection

parameters,  and  modifying  script-level  engine  interfaces  to  completely  evade  system  protection

configurations. 

[!!] CRITICAL ALERT: ADVANCED DEFENSE EVASION

The  malware  payload  employs  sophisticated  fileless  loading  arrays  and  actively  patches  the

AmsiOpenSession() runtime  memory  registers.  This  neutralizes  the  Antimalware  Scan  Interface

(AMSI), rendering traditional security definitions entirely blind to the running memory threads. 

2. Technical Analysis & Infection Vector

2.1 Initial Ingress & Execution Sequence

The  attack  routine  commences  through  structured  email  components  linking  directly  to  a  spoofed

endpoint at govtop[.]one/incometax . This domain serves an archive masquerading as a tax tool

package  named  Common_Offline_Utility_ITR-1_to_4_AY2026-27.zip .  Inside  the  archive

reside two core components: 

Launcher  Binaries: An  executable  named  COU_ITR-1_to_4_AY2026-27.exe  designed  to

trigger initialization routines.

• 
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Malicious Libraries: A side-loaded support file designated as  nvdaHelperRemote.dll  which

hosts injected system code components.

Upon  opening,  the  launcher  queries  elevation  properties  using  CheckTokenMembership() .  If

running  inside  constrained  space,  it  executes  User  Account  Control  (UAC)  bypass  tactics  by  re-

triggering its image with the  runas  directive inside  ShellExecuteW() .  It  maps a distinct global

instance  marker  named  Global\ShitSetupOn26126k  and  leverages  timing  loops  via

GetTickCount64()  to detect sandboxed diagnostic arrays before continuing. 

Figure 1: Operation DragonReturn Advanced Attack Infection Chain Architecture.

2.2 Steganography & Process Injection Mechanics

Once confirmed clear of sandbox boundaries, the binary fetches a customized image package titled

Illyd.jpg  from an isolated network asset ( 204.194.48.250 ) and maps it locally to the path C:

\Windows\background.jpg . This graphic artifact works as a cryptographic shell hiding an obscured

504 KB system module. 

• 
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The  injector  parses  this  image  asset,  structures  the  hidden  library  inside  C:\Program

Files\Windows Media Player\nvdaHelperRemote.dll , and clones its main engine core as

Mixed Reality.exe  into that same pathway. System persistence is established by creating a native

service named MixedSvc , which forces automatic execution on initialization. 

The newly spawned  Mixed Reality.exe  maps active processing arrays to discover instances of

svchost.exe . It dynamically handles localized obfuscated strings through an XOR loop, allocates

isolated  remote  process  memory  segments,  writes  the  deobfuscated  payload,  and  creates  remote

runtime execution threads before safely deleting its parent process context. 
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3. Payload Taxonomy & Surveillance Core

The payload threads active within  svchost.exe  systematically isolate and evaluate active terminal

configurations via WTSEnumerateSessionsW()  to drop two distinct modules across all logged user

workspaces: 

Payload A (.NET Loader Core): Handles environment detection, patches active memory structures

to neutralize AMSI, and runs an AES-encrypted stream filelessly. It dials out over secure SSL/TLS

channels to  223.26.63.40:2671 ,  profiles core system metadata (HWID, username, software

versions), and bundles this tracking telemetry inside MessagePack archives for outbound transport.

Payload  B  (Surveillance  Management): Operates  as  a  persistent  information  harvester.  It

integrates  compiled  TurboJPEG  components  for  lightweight  screen  capturing,  handles  data

compression  via  zlib,  and  continuously  queries  domain  naming  registers  for  kkxqbh.top  to

maintain exfiltration streams.

4. Strategic Recommendations & Mitigations

STAKEHOLDER ACTION REQUIRED
EXECUTION

PRIORITY

Corporate Finance

Teams

AUDIT and inspect inbound financial and tax verification

communications  manually;  restrict  extraction  of

automated macro packages from zip tools.

CRITICAL

Security Operations

(SecOps)

ENFORCE endpoint rules via EDR matrices to prevent

process  injection  steps  inside  svchost.exe  and  track

unauthorized service registration flags.

HIGH

Network Engineers BLOCK perimeter  outbound  access  calls  targeting

hardcoded  infrastructure  IPs  and  newly  registered

domain records at perimeter borders.

IMMEDIATE

• 

• 
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5. Indicators of Compromise (IoCs)

INDICATOR ASSET

STRING
TYPE CONTEXT / ASSET DESCRIPTION

govtop[.]one/incometax URL Malicious spear-phishing lure platform destination.

govtop[.]one

ikkkkddd[.]com

kkxqbh[.]top

Domain C2 infrastructure communication hubs and staging

profiles.

223.26.63.40:2671

204.194.48.250

IP Address Active payload delivery source and exfiltration receiver

points.

2f2f8f92af86fb962c30c4c1c

9d673f9d94886373d0fcf78f8

d105c051ffc643

SHA-256 Malicious launcher file container hash.

1787d1119cd3b40e0e5f19

d62821958b7d5c2bbe0518

bf1e3fb2e44fdeb4fa58

SHA-256 Malicious system module payload hash definition.

Disclaimer: This advisory is engineered and distributed by Drona Cyber Solutions Pvt Ltd for awareness and proactive network

security hardening purposes. Analysis is provided based on contemporary telemetry observations valid at issue registry tracking

points. 
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